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ONLINE SAFETY NEWSLETTER

A PROBLEM WITH HIDDEN APPS

The latest digital trend growing in popularity for our children are apps on their
phone or tablet that look like one thing but are secretly hiding another
purpose. Children are becoming more and more familiar with ‘secret’ photo
hiding apps, where an app which looks relatively ordinary is actually a hidden
gateway to private photos and videos.

These apps allow their users to hide images, videos and notes within the app
which is also passcode protected. One of the most common types of hidden
app used is a ‘fake calculator’ app however many others are also available.
Parental Controls will not block them. These apps can bypass the parental
controls you have put on your phone or tablet.

The most common use for the apps is to hide ‘sexting’ images which young
people may be sending or receiving. This problem is growing rapidly amongst
students, and from an increasingly early age. Not only is sexting dangerous,
but it is illegal when it involves a minor even if both the sender and receiver
are underage. By storing and sending these images, young people should be
aware that they are committing a crime.

App Hider is a common app for hiding other apps that are available on Google
Play, especially for WhatsApp Instagram and Facebook Messenger. App Hider
is also an excellent app cloner for you to access multiple accounts from one
device. More than that App Hider can hide photos and videos and hide App
Hider itself by turn itself into a Calculator.
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In the News...

A recent survey found that Almost a two-thirds of pre-teen children in Ireland are in
contact with strangers online.

The survey by the children’s Internet safety charity found that 31% of children game with
people they don’t know in real life and 61% of children reported being contacted by a
stranger in a game (40% of boys vs. 22% of girls). Almost a third (30%) of children have

friends/followers on social media platforms that they don’t know in real life. This is
particularly worrying in the context of the report published by Interpol on which
highlighted concerning trends in relation to the production and sharing of child sexual
abuse material online.

The survey also found that 65% of children are signed up to social media and messaging
platforms despite minimum age restrictions of at least 13 on all of the most popular
platforms.

Further Information

To find out more about social networking sites like Facebook, see Childnet’s social networking guide for
parents:

www.childnet.com/downloads/blog safety.pdf

Childnet’s Chat danger site, www.chatdanger.com, offers guidance about chatting on the internet.

For more advice for parents about helping children stay safe online, see Know IT All for parents:
www.childnet.com/kia

For general online advice visit: https://www.thinkuknow.co.uk/

We also have a substantial Online Safety page on our new school website with a full list of useful links
for further information: www.woodside.croydon.sch.uk

(Under Safeguarding, click Online Safety).
Here you can find lots of useful guide from the NOS website,

Below is one of these guides that you MUST read if your child is using Tik Tok
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to holld an informed conversation about online safety with their children, shoulld they
feel it Iz needed. Thiz gulde focuses on one platfarm of many which we belleve trusted adults should be aware of. Please vizit www. natienalanlinesafety.com for further guldes, hints and tips for adults.

TikTok is a video-sharing social media app available on iOS and Android which lets users
create, share, and view user created videos in a similar manner to Facebook, Inst-Tram and

Snapchat. Its main draw, however, is that users can record and upload bite-sized looping

videos of themselves lip-syncing and dancing to popular music or soundbites, often for 1 2 +
comedic effect, which can then be further enhanced with filters, emojis and stickers. TikTok

has been designed with the young user in mind and has a very addictive appeal. At the Wundar 13, suparvision
beginning of 2019 it skyrocketed in popularity and has featured near the top of download gusrdian reqpeired
charts ever since. Estimates suggest that it now has anythlnmmtn 500 million and over

1billion monthly active users worl

What parents need to know about

B

content on the ‘for you'feed when logging into the

ONLINE PREDATORS IN-APP PURCHASES

Az a social network, TikTok makes it easy to connect Aside from the content, there's also the option to

o e rowet bl ey vt Fellom i proTi from £0.99 for 100 cons 9. eye-wetering £33 35 for
and download their content. Be aware that

to buy TikTok coins but
't seem to be a feature in the Android version
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Meet our expert

MMMMMHMMI
Pete Badh is a writer with over 10+ years in research
and analysis. Working within a specialist area for
Wast Yorkshire Police, Pete has contributed work
which has been pivotal in successfully winning high

profile cases in court as well as writing as a subject
matter expert for industry handbooks.

MMHHuﬂlmkhmun your child
moderate their time on the app ng use of
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allotted time a on the app in increments.
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TikTok Familly Safety Mode allows parents to link their own TikTok account to
their child's. [t's a great way to oversee your child's digital wellbeing by
givirng you direct cantrel over thelr safety settings and being able to
remotelly turmn features on and off. This includes managing screen

time, the ability to send and receive direct messages (and with

whem) and the ability te restrict the appearance of content

that might not be age appropriate,
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SOURCES: wwwitikiak.cam
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